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Perils of Monolithic Programs Designs

Process Address Space

Stack IibyM libxx | [libzz Heap @ text .data
A

L@‘ strcpy(ptxrl,ptr2) ‘
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Perils of Monolithic Programs Designs

Process Address Space

Stack IibyM libxx | [libzz Heap S? text .data
A

&g‘ strcpy(ptxl,ptr2) ‘

» A single vulnerability anywhere may be enough for
adversary to compromise program
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Process-based Isolation

Real-world examples: modern web browsers (Chrome, Safari,
etc..) and OpenSSH
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Process-based Isolation

Real-world examples: modern web browsers (Chrome, Safari,
etc..) and OpenSSH

Limitations
» Must be incorporated from design
» High engineering costs
» High performance overhead due to IPC
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In-Process Isolation

» PKU-based Isolation in x86. Isolates memory pages into
multiple domains in page-granularity

- ERIM (SEC "19), Hodor (ATC "19),
» Reference monitor. Supplements PKU memory isolation

through syscall filtering
. Jenny (SEC '22), Cerberus (EuroSys "22)
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CAPACITY Research Statement

CAPACITY explores capability-based in-process isolation
design inspired by the direction of new hardware security
in modern ARM architecture.

» Fully exploits new ARM features that inherently exhibit
characteristics of capability

SSLab@SKKU Motivation 4/22



New Hardware Security Features on ARM

Register

N\ Add res
Slgn PTR_Load PT

e PAC/AUT ]

—Modifier

Store PTR Auth PAC
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|

Address |
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Memory

Pointer Authentication (PA)

PTR1

| |T=1| Address

PTR2

[= [ |

[~ ]

| |T=2| Address

T

J

Memory Tag

—

Memory Tagging Extension (MTE)
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PA+MTE

» PA and MTE can be simultaneously enabled to make

pointer authenticated and tagged

[59:56]

[54:48]

N

N

Tag

PAC

Address
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PA+MTE

» PA and MTE can be simultaneously enabled to make
pointer authenticated and tagged

[59:56] [54:48]
N Tag N PAC Address

s

PA+MTE inherently exhibit characteristics of
capability-based access control
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CAPACITY Overview

Ambient Domain

Domain B

F

u

@& [ "etc/ipkey.pem"

| Reference Monitor |

pac_exit()

‘DomainAuthKey :ﬁr "DomainAuthKey = @,._',T " DomainAuthKey = @5
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CAPACITY Domains

Ambient Domain

Domain Tag =0

AmbKey(KDA) = @?

Domain A Domain B

Domain Tag =1
DomAuthKey (KDB) = @)@

Domain Tag = 2
DomAuthKey (KDB) = (@?

capac_enter(DomA)

capac_exit()
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Non-forgeable References

» Domain-private references: Signed/Authenticated with
DomAuthKey (Kpg), exclusive to owner domain

» Ambient references: Signed/Authenticated with Ambient
Key (Kp,), valid in all domain (e.g., stdin)

[30:23] 22 [21:17] [59:56] [54:48]
Nauth code[D] At | FD Number | Ry Peme Nauth Code] Address |
Optional At_tributes . ~ ﬁ T
Sined vmg M;ﬂ? b1 (/D»Zs; if D=0} PAC(Tp,,[ADDR, Mod)‘—,
CAPACITY signed file descriptor CAPACITY tagged & signed pointer
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Domains Switching and Reference Validity

’AmbKey (Kpa): (@7 DomAuthKey (Kpp ): @‘
Ambient References

FD =0 (STDIN
[&] 0] Pointer ]

Ambient Domain

Domain A Domain B

Domain-Private References

File Descriptor | [&] File Descriptor

[&]a] Pointer ]
[&]2] Pointer ]
®]2] Pointer

@l2] Pointer File Descriptor
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Domains Switching and Reference Validity

’AmbKey (Ko ): @7 DomAuthKey (K, ):(%‘
Ambient References

FD =0 (STDIN
[T 0] Pointer ]

Ambient Domain

Domain-Private References
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Domains Switching and Reference Validty

’AmbKey (K,.): @55 DomAuthKey (K, ):@;\‘
Ambient References

FD =0 (STDIN
[&]0] Pointer ]

Domain-Private References

Ambient Domain

_

o
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Domain A
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Domains Switching and Reference Validty

’AmbKey (Kpa): (@57 DomAuthKey (K, )ZG’E"
Ambient References

FD =0 (STDIN
[@]0] Pointer ]

Ambient Domain

7.

4 capac_enter()

Domain-Private References

Uy i PV K e ke )
(B EieDéscrivter/

File Descriptor

2 2simier7)
File Descriptor
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CAPACITY Design and Implementation

pac_exit()

Ambient Domain

Kernel

capac_enter(DomA)

@ "/etc/pkey.pem"

Reference Monitor

SSLab@SKKU
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‘DomainAuthKey lO=r) T DomainAuthKey = @br
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CAPACITY Design and Implementation

User

capac_exit()

open() | File Descriptor
T

Kernel capac_enter(DomA)

SSLab@SKKU

"/etc/pkey.pem"

Reference Monitor |

DomainAuthKey =

Cw DomainAuthKey = (o3 - DomainAuthKey = @h'

CAPACITY reference monitor
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CAPACITY Reference monitor and File References

|
FD=5

| & |"/GTC/pkey.pem"|
User [8] Ffp=5 |

Kernel v
Y I PAC
Reference | “:]
Monitor

\
\.
1

~ ==~ Current DomAuthKey = O
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Instrumentation Framework and Domain Memory
Isolation

SSLab@SKKU

08B0

Allow

S (e

CAPACITY instrumentation framework and Runtime library
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Instrumentation Framework and Domain Memory
Isolation

63 . 59 56 \54 48 47
Domain
\ k Auth Code Address

k Tag
! |

L PAC(Tp,,/ADDR, Mod) <

» Tagged domain-private stack: Instrumentation of domain
functions to provide tagged stacks

» Tagged domain-private heap: Extended heap allocator to
tag memory and provide tagged pointers

SSLab@SKKU Instrumentation Framework and Domain Memory Isolation 14/22



Domain-aware Pointer Load/Store Instrumentation

Annotated program

1 |void sensitive_func(
2 DOM_PRIV void* sensitive_ptr,
3 void* ambient_ptr
41()
5
| |
1|// Domain-Private PTR 1|// Ambient PTR
2 |pacdb ptr, mod 2 |pacda ptr, mod
3 |str ptr, [mem] 3|str ptr, [mem]
4] aaa 4] ans
5 | 1dr ptr, [mem] 5 | 1dr ptr, [mem]
¢ |autdb ptr, mod ¢ |autda ptr, mod
SSLab@SKKU Instrumentation Framework and Domain Memory Isolation
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Programming Model

1 ooo

2| void load_secret(DOM_PRIV crypto_ctx_t* [S2d.
3 const char * BEMERIN) {

4

5

6

7

8

9

10 |}

- : Domain-private references : Ambient references

: CAPACITY actions ANNOT: CAPACITY annotations
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Programming Model

1 -

2| void load_secret(DOM_PRIV crypto_ctx_t* [S24.

3 const char * QEMERIN) {

4 // Import the secret key from the filesystem

5| int
6 = open(JAMERad, O_RDONLY);
7

8

9

10 |}

- : Domain-private references : Ambient references

: CAPACITY actions ANNOT: CAPACITY annotations
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Programming Model

2| void load_secret(DOM_PRIV crypto_ctx_t* [§ed,

3 const char * BEMENIN) {

4 // Import the secret key from the filesystem

5 int [Egsl
6 = open (MY, O_RDONLY);
7 = capac_malloc(KEY_LEN + 1);
8

9

10 |}

- : Domain-private references : Ambient references

: CAPACITY actions ANNOT: CAPACITY annotations
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Programming Model

2| void load_secret(DOM_PRIV crypto_ctx_t* [S24.

3 const char * BEMERIN) {

4 // Import the secret key from the filesystem

5 int [E{sl
6 = open(, O_RDONLY) ;

: ~ capac_malloc (KEY_LEN + 1)
8 read (], g, KEY_LEN); YA P TR-Auth

9

10 |}

- : Domain-private references : Ambient references

: CAPACITY actions ANNOT: CAPACITY annotations
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Evaluation method

» Microbenchmarks on runtime library, reference monitor
and instrumented code

- Reference monitor incurs 2.65% slowdown on average

» Three real-world programs: Nginx+LibreSSL, OpenSSH,
and wget

» All experiments were conducted on M1 Mac Mini with
Asahi Linux
- PAis supported natively
- MTE was not available in real hardware
— functional evaluation (QEMU) + emulated overheads

SSLab@SKKU Evaluation 17/22



NGINX Webserver prototype

DOM_HANDSHAKE

Open Load
[ Private Key File } [Private Key File ] [TLS Handshake ]
A P =4 \‘
PrivKey PrivKey PrivKey Session Ke
PATH FD : PTR o PTR

DOM_SESSION [5]

Encrypt/Decrypt
Packets

J

T

Y| Delegate Session Key
PTR

C

Lifecycle protection of server private key
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Webserver prototype benchmark

8000 30
i ||:| Baseline ~ HH w/Capacity = —>— Capacnysoverheadl

6000 ¢ AVg Overhead: 17%
4000 7 7]
2000 B
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, - ’_. 74 _so1 197 119 '98 0

128 256 512 1024
Requested file size (KB)

[\
3]

)
=]

Overhead (%)

Requests per second
L
S

Webserver throughput on single-threaded experiment
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Webserver prototype benchmark

30
||:| Baseline ~ HEEM w/ Capacity =~ —>— Capacity's overheadl
25000 |- 23.3K
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Webserver throughput on multi-threaded experiment

SSLab@SKKU Evaluation 20/22



More details

» Implementation details

- Maturing instrumentation framework to be compatible with
real-world programs
- Supporting capability token delegation among domains

» Thorough security analysis

- How does CAPACITY prevent domain impersonation?
- How difficult is it to forge the signed pointers?
. etc...

& For more details, please check out our paper!
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Thank you
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